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MHorogyHKUUOHanNbHbIN MexxceTeBon akpaH (NGFW/UTM)
c nopgaep)xkou anroputmoB FOCT

[MaTeHT Ha BbicOKOM pOVI3BO,D,VITeJ'IbeIl7I

RTZ EnnHasa naHenb ynpasneHna BCeMun
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‘;Ci)j MexaHNn3MaMu 3aLnThI TOT]  MexceTeBoit akpaH
uﬂﬂ@ BbloeneHHbI tHTepdenc onsg MOHUTOPUHIa VPN-wnio3 ¢ nogaepxxkon anroputmos NOCT
@;;: MHOPaCTPYKTYpbl B peasibHOM BPEMEHN @
CurHaTtypbl IPS, paspaboTaHHble COGCTBEHHON ] JInHenHoe yBennyeHne Npon3BoguTENbHOCTH
oront nabopaTopuen =522 C NCNOMb30BaHMEM cneunanm3mpoBaHHOro
6poKepa ceTeBbIX NaKeTOB
KoHTponb 6onee 4000 ceTeBbIX NPUITOXKEHNI BupTyanbHble UCNonHeHns
ona VMware n KVM

CueHapuu ncnonb3oBaHUSA:

= 3awuTa BHELWHEro nepMMeTpa KoprnopaT1BHON CeTU.
= 3BawwuTa LeHTpoB 06paboTkun gaHHbIX (LLOO).

= 3BawwuTa reopacnpeneneHHon MHGPacTpyKTypbl.

= 3awwuTa Manoro v cpegHero 6usHeca.

B 3alinTa TEXHONMOIMMYECKNX CETEN.




Bo3MO)XXHOCTU

3awumTa oT ceTeBbIX aTaK

= [1Ba pexxnuma paboTbl:
O6Hapy»xeHue ceTeBblx aTak (IDS);
[MpepoTBpalleHne ceTeBbIX aTak B peXuMe peanbHoro
BpemeHu (IPS).
B ABTOMaTM4yecKoe 06HoBeHWe 6a3bl peLlaloLwmx npasun
c cepBepoB «Kopa 6e3onacHoOCTU».
= CurHatypsl IPS, paspaboTaHHble CO6CTBEHHOW
nabopartopwuen:
B0O3MOXHOCTb 3arpy3ku Nonb3oBaTeNbCKUX CUTHATYP.
= Mopynb NoBefEeHYECKOro aHannsaa.
= Oupbl Threat Intelligence (MHanKaTOpPbI KOMMPOMETaLUN):
Kop besonacHocTu;
JlabopaTopusa Kacnepckoro;
OuHlepT;
TexHonorumn knbepyrpos/RST-cloud. "%
B TLS/SSL-uHcnekums.
= [IpoKcu-cepsep:
Mpo3pauHbii pexxuMm (Transparent);
ABHbIN pexkum (Explicit). "W
B IHTerpaumsa co CTOPOHHUMU necoyHu.amm no ICAP.
= [1OTOKOBBIN aHTMBUPYC:
Bo3MOXHOCTb f06aBneH1s NoMb30BaTENbCKUX CUHATYP
B 6a3y NOTOYHOro aHTUBMpPYCAa.
= URL-¢ounbtpaums 6e3 BckpbiTua TLS/SSL-Tpaduka
(no Server Name Indication). "%
= Peructpaums nHpopmaumm ob atake:
Cy6bekT/0b6beKkT aTaku, IP-agpec, HomMep nopTa;
Bpemsa n pata cobbITus;
Twun aTaku;
Konunsa noposputensHoro Tpaduka.
= OnepaTnBHOe yBegoMreHne ob aTake:
OnoBelleHEe B KOHCONN MOHUTOPUHTa;
OnoBelleHMe No 3NEKTPOHHOM NOYTE;
OnoselueHne no SNMP.

Me)xceTeBoe 3KpaHMpoBaHue

Moppepxxka TexHonorun Stateful Inspection.
KoHTponb ceTeBbix NpunoxeHun (Application Control).
3almnTa OT OCTYNa K BPeAOHOCHbLIM calTaM.
BO3MOXHOCTb yrnpaBneHus BceMu MexaHn3MaMu 3aLlmThbl
B paMKax OfHOro rnpasuna.
= PasrpaHuyeHne [ocTyna nonb3oBaTenen Ha OCHoBE
OaHHbIX:
JlokanbHoM 6a3bl NONb30BaTENEN;
MS Active Directory.
= AyTeHTUdUKaUUA Nonb3oBaTenen ¢ noMoLbIo:
Captive-nopran;
JlokanbHOro areHTa ayTeHTUguKauunm;
BpaysepHas ayTeHTUdUKaumsa SSO B AD Windows.
= [IpepHacTpoeHHble URL-kaTeropumu.
= QunbTpaumsa no MectononoxeHuo (GeolP).
= QunbTpaums no OMeHHbIM nMeHaM (FQDN).

CeTeBble BO3MO)XHOCTU

= BupTyasbHble MapLpyTusatopsl (VRF)."W
= WAN-kaHan ¢ noggepxkon policy based routing (PBR).
= [logpep>xKa NpoTOKONOB AMHAMUYECKOW MapLUpyTU3aumm:
OSPF;
BGP.
= Arperauus nHtepdericos no npotokony LACP (802.3ad).
= [loppep)kka npuoputusaumnm tpaduka (QosS).
= [loppep>xKa NoaKIYeHNa K HECKONbKUM KaHanam
nposangepa (Multi-WAN).
= Tloppepxka texHonorum VLAN (IEEE802.1Q).
= [loppepxka texHonormm NAT:
Source NAT;
Destination NAT.
= NAT-TpaHcnsaumnsa BHyTpu VPN.
= BcTpoeHHbIn DHCP-cepBep ¢ noaaep>xKom pexxnma
DHCP-relay, B TOM 4yncne Ha knacTepe.
= BO3MOXHOCTb MCMOMb30BaHNA pacLUMpPeHHOro Habopa
onuwnn DHCP cornacHo RFC 2132.
= Tloppepxka VolP.
= [loppep)xka npotokona LLDP.
= [lognepyka npotokona BFD."eY

YnpaBneHne U MOHUTOPUHT

LleHTpanuaosaHHOe yrnpaBneHne BCeM MexaHU3MaMu
KOMMeKca.
MOHWUTOPUHI COBLITUI B peXUME peanbHOro BpeMeHu.
Ponesas Mofenb Aoctyna agMMHUCTPATOPOB.
BbicokonpounssoauTenbHas cMcTeMa XxpaHeHUs 1 06paboTkun
Co6bITUI 6e30MacCHOCTU.
[AuncTaHUMOHHOEe 06HOBNEHME KOMMOHEHTOB KOMIMNeKca
(cucteMHoro N0 1 6a3bl pelatoLwmx npasun).
MHCTpYMeHTbl aBTOMaTU3aumm paboTbl aAMUHUCTPATOPOB:

OKCNOPT KOHPUIypauum Ans CTOPOHHUX

compliance-cuctem;

leHepaumsa npaBun MeXCeTEBOIro a3KpaHa;

leHepaums nornyecknx nHTepoericos VLAN; "W

CospfaHue v BbIrpyska pe3epBHON Konuu 6asbl AaHHbIX

LleHTpa ynpaBneHus ceTblo;

[MepeHoC NONUTUKKN MexXay pasHbiMU LileHTpamun

yrnpaBfeHns CeTbIo;

YcTaHOBKa NOMNTUKN;

MMnopT MHAMKaTOPOB KOMMpoMeTaL MM OT BeHAopa

R-Vision; "W

MMMNopT MHAMKaTOPOB KOMMpoMeTaL MM OT BeHAopa

Security-Vision; "%

Murpaumsa gaHHbIX ¢ Cepsepa goctyrna KOHTUHEHT 3

Ha cepBep fgocTyrna KOHTUHEHT 4;

KoHBepTauusa kKoHpurypaunm KOHTUHEHT 3 Ana nMnopTa

B KOHTUHEHT 4;

KoHBepTauus koHdurypauum Check Point gns nmnoprta

B KOHTUHEHT 4;

KoHBepTauus koHburypauum FortiGate gna numnopta

B KOHTUHEHT 4;

KoHBepTaums koHourypaumm Cisco ASA onsa umnopta

B KOHTUHEHT 4.
YBegomneHune no SMTP npu MHCTanNALMM NOANTUKU.
3kcnopT cobbiTui B SIEM-cuctemy:

Moppepxxka SNMP v.2 1 v.3;

Moppepxka Syslog;

Moppepxka Netflow v5, Netflow v9, Netflow v10 (IPFIX).
YnpaBneHue cnMckoM nogkodeHuns K LLYC.

3awmTa KaHanoB CBA3U U yAaNeHHbIA JoCcTyn

Moppnepxxka kpuntoanropntmos NOCT.
Moppnepxxka L3 VPN n L2 VPN.
Moppnep>xka knneHTcknx OC:
Windows;
Linux;
Android;
io0s;
MacOS;
ABpopa.
KOHTpOnb LenocTHOCTH ycTaHoBNeHHoro MO nepep,
MoaKJ/loYeHNEM K cepBepy focTyna.
PasHble noaceTn Ans pasHbiX rpynn yaaneHHbIX
nonb3oBaTenen (Office mode).
MeToppl ayTeHTUPUKALMN yOaNeHHbIX Nofb3oBaTenemn:
CepTunoukar,;
JlornH/naporns;
MHorogpakTopHasa ayTeHTUPUKALMA C MOMOLLbIO CepBuUca
Multifactor.ru;
MHorogakTopHasa ayTeHTUdUKaLmMa ¢ noMoLlbio Avanpost
MFA. "ew

OTKa30yCTOMYMBOCTb

Mcnonb3oBaHWe Moaynen TBepaoTenbHon naMatn DOM u SSD.
Pexx1M aBToMaTUYeCKOro nepekioyYeHns Ha pe3epBHbIN
KaHan cBs3u.

PexxuM Kknactepa BbICOKOM JOCTYMHOCTH

C aBTOMaTUYECKOWN CUHXPOHMU3aLMEN COCTOAHUSA CECCUN.
B0O3MOXHOCTb MCMONb30BaHUA pe3epBHbIX LIYC.

PaboTta B HeO6CNyXXMBaeMOM pexuMme 24x7x365. -
CpepHee BpeMs HapaboTku Ha oTkas - 50 000 vacos.




KoHconvpauua MexaHu3mMoB
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Ceptuoukaumsa ®CTIK Poccum

CepTuduumpoBaH no Ha6opy TpeGoBaHuUiA: MnaHupyeTtca cepTudukaums no Habopam Tpe6oBaHUiA:
B 4-;A Knacc 3aWwnTbl M3 Tnna «A» B 4- Knacc 3awmTbl M3 Tvna «O»

= 4-i1 Knacc 3awuTbl M3 Tuna «b»

B 4-i knacc 3awunTbl COB ypoBHS ceTu

u

4-1 ypoBeHb floBepust

JTnueHsunpoBaHue
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Mopynb UTM 6a3zoBbiii UTM PaclumpeHHbii

LleHTp ynpasneHus ceTsbio (LLYC)

MexceTeBol akpaH (M3)

LindposaHue L3VPN

Cepsep gocTyna (CO)

KoHTponb npmnoxeHui (300 NpunoXKeHnin n NpoTOKOOB)

URL-¢punbtpaumnsa

MO,D,yJ'Ib noeefeH4YecKoro aHannsa

OTKa30yCTONYMBLIN KNacTep

PaclimpeHHbIn KOHTponb NpunoxeHun (4000 npunoxeHnn
1 NMPOTOKOOB)

CucteMa ob6HapyXeHUSI BTOPXXEHUIN -

Mopynb 61OKMPOBKM TpaduKa No CTpaHe NPOUCXOXAEHUS -

3almTa oT BpeJoHOCHbIX canToB - -

MpepHacTpoeHHble URL-KaTeropun - -

MOTOKOBbIN aHTUBUPYC - -

NF2 He BxoguT B cocTtaB YB/UTM, npnobpeTtaeTcsa oTaeNbHO.
CpoK AeNCTBUSA NNLLEH3MMN - BECCPOYHO.

He BxoguT B cocTaB YB/UTM, nprnobpeTtaeTcs oToeNbHO.
CpoK AencTBUSA NNLLEH3MMN - BECCPOYHO.

L2VPN

O koMmnaHuu «Kop besonacHocTu» 0

KoMnaHusa «Kop besonacHOCTU» — MMAVPYIOLWUIA POCCUNCKNIN pa3paboTumk
cepTMOULMPOBAHHbIX MPOrPaMMHbIX 1 annapaTHbIX CPeAcTB, o6ecneynBaloLLmnx e
6e30nacHOCTb MHPOPMALIMOHHBIX CUCTEM, @ TaKXKe UX COOTBETCTBME TpeboBaHNAaM E
MeXAyHapOAHbIX N OTPacneBbIX CTaHAAPTOB.

+7 (495) 982-30-20 (MHOroKaHasnbHbIN) info@securitycode.ru www.securitycode.ru



