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Mbl PABOTAEM,
YTOBbI 3ALLMLLATD

SALLUTA OT LENTEHANPABJIEHHbIX ATAK
TEHAEHL MU POCT YNCNA LLEENEHAMPABNEHHbIX ATAK

3a nocnepgHWe  Heckosnbko  feT
KpyrmHble ~ KOMMaHUW Bce  valle
M yYale cTanM  nopBeprathbes
LiefleHanpaBaeHHbIM XaKepCcKUM
aTakam. JaHHble MHLMOEHTbI
He  MPOXOAAT  He3aMeYeHHbIMU
7z npuBOASAT K cepbe3HbIM
nocneAcTBUSM, B TOM Yyuclie

N GUHAHCOBbLIM.

2013

29 MJIH MHUMaEeHTOB

42,8 MJTH vHUMOEHTOB

B cpenHeM kaxpabin feHb coBepianock 117 260 knbepaTak.

MOCTOSHHO ~ pacTyWwuin  ypoBeHb |

i Pasme ObITKa OT yTpaThbl MHPOPMaA nn, coCtaBnqaro el KOMMepyYeckyto
KOHKYPEHLUWN TONKaeT opraHu3aunm Py yTp ¢ P > W P y

TalHy, MOXeT Haxo4WTbCS B AnanasoHe ot 749 Munnnapnos Lo 2,2 TPUNIMOHA

H MKanbHbI Mepbl Mo !

a  paAuka € €p ©: ponnapos CLLUA B rog.
«YHUUTOXKEHMNIO» CBONX
OMNMOHEHTOB. *[No gaHHbIM PWC
UenenanpaenexHble  ataku -

OOVMH U3 W30LWPEHHbIX crnocobos
BEOEHUS KOHKYPEHTHbIX BOWH Mpu
noMolLLmM xakepckux aTak. KomnaHnuu
CTpeMsATCs BbiBeAAaTb KOMMepUeckue
cekpeTbl WM HaHecTM QGUHAHCOBbLIN

KOMMaHuin YBEpPEHbI, YTO LieneHanpaB/ieHHad aTtaka
Ha nX opraHn3aumnio — BONPOC BpeMeEHM

ylepb CBOWM KOHKYpEeHTaM. :
Xakepbl  nbiTatoTcs  3apaboTaThb .
OMPOLLUEHHbIX KOMNAHWU NMPU3HAIT, YTO NPUHATLIE
Ha  nepenpojaxe  MOJYYEHHbIX
cBeneHMi DasKe CHEKHbIX o Y HUX Mepbl 6€30MacHOCTH He B COCTOSIHUK
A ' P A 3aLNUTUTB UX OT HaMpaBEHHON aTakm

CpeacTB M KOMMep4eckor TalHbl,
yHuuTokeHun WT-uHdpacTpyKTyphl,
KOMMpoMeTaLnu KitoYeBblX MePCOH.

HEMHOI0 KOHKPETUKU

*Io paHHbIM onpoca ISACA

Ataka Carbanak

3N0yMbILLIAEHHUKM
NPOBOAMAN aflpecHble
pacchInkn 3N1EKTPOHHbIX
nuceMm, CogepKaLmnx
BPELOHOCHbIE BJIOXKEHUS,
COTPYLHMKAM aTakyeMbix
GVHaAHCOBbBIX YYpPEXXAEHUN.
Yepes noslyyeHHble
YSI3BMMOCTU XaKepbl
nosly4yanu LocTyn K
WNHTEPECYIOLLUM UX 0ObeKTam
ceTu baHka. YObITKM Kaxkgoro
13 baHKOB coCTaBNAOT OT 2,5
no 10 mnH gonnapos CLUA,

a cyMMapHble ybbITKM 6aHKOB,
3apaxeHHbIx Carbanak,
LOCTUTaloT MUMapaa
ponnapos CLUA.

Ataka Ha Boleto

B 2014 rony aTake
nofBeprnacb bpasunnbckas
nnaTtexHas cucteMa Boleto.
Bcero B bpa3sunuu bbino
obHapyxeHo 192 227 xepTB
B3sioMa Boleto, koTopbie
Bbinn knueHTamn 34 HaHKOB.
310yMbILINEHHWKaM YAAN0Ch
nepexsatuTb 495 793
TpaH3akumi yepes Boleto,
YyTo nosnekso 3a cobon
ywepb B pa3mepe 3,5 mnpa
ponnapos CLUA.

KTO BOJIEE NOABEPXXEH PUCKY
[TpoMblLLIEHHOCTb 1 TpaHCMopT

HayKoemKkwe npowsaoncTsa

*o gaHHbIM onipoca ISACA

Artaka Ha Orange

@paHuysckuii
TeneKOMMYHMKaLLMOHHbIN
onepatop Orange coobuiun
0 XakepcKoW aTake Ha CBOO
NHPaCTpyKTypy,

B pe3yfibTaTe KOTopon bbinu
ckomnpomeTnpoBaHbl 800
ThIC. 3aMMCeNn KIIMEHTOB
komnanuu. JocTyn

K NepcoHasibHbIM JaHHbIM
— MMeHaM, HoMepaM
TenepoHoB, agpecam
3NEeKTPOHHOW NOYTbI

M Np. — Xakepbl NOAYYUIN
nyTeM B3/10Ma KIMEHTCKOMN
4acTu oduMLUManbHOro canTa
KOMMaHuu.

Ataka Ha Home Depot

KpynHewnwas B Mupe
KOMMaHus no npogaxe
cTporiMaTepuanos

N PEMOHTHBbIX
npucnocobnexunia

Home Depot 3asBuna,
yTo 53 MJIH afpecoB
3N1IEKTPOHHOWM MOYTbI
KJINEHTOB CeTU
MarasuHoB bblnu
CKOMMPOMETUPOBaHBI.
Mo npefBapuTeNbHbIM
nopcyetam, ybbITkM
Home Depot Bcnencteue
B3/10Ma COCTaBUIM 56 MIH
ponnapos CLUA.

TenekoMMyHMKaLMOHHbIE KOMMaHNUK
Hegrerasosan uwaycTpus

Apyre
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OT/INYMUE MACCOBDIX
N LEJIEHANPABJIEHHbIX ATAK

KoHkpeTHass )>kepTBa. ATakylollero wuHTepecyeT
3apaHee onpepeneHHas KOMMaHus nnm
rocymapcteBeHHas opraHm3auus. C nomolblo ataku
peluatTcs KOHKPeTHbIe 3a/iayuu, CBA3aHHbIe

C MOJIYYEHMEM BbITOAbI.

MNepBocTeneHHass 3apa4a - obolTW  3aWuTy.
AtakyeMbli 0bbekT Bcerga 3awuuieH. Ons ycnexa
aTaKy 3aLUUTY HY>KHO YMeTb 00X0AUTb UM OTKITHOYaTD.
3n0yMbILINEHHWKM MCMonb3yoT YHUKasbHbIe
BpefoHOCHbIe NporpamMmel, yassumocTtu (Oday)

N CoLManbHYI0 MHXEHepWIo.

ApanTMBHOCTL M NMPOTA)KEHHOCTb BO BpPEeMeHMU.
ATaKy+ou.|,a<;| CTOpPOHa NOCTOAHHO afanTupyeT MeToLbl
aTaku. Hey,u,aqHaﬂ NnonblITKa He MOXEeT OCTAaHOBWUTb
3J/I0YMbILLIEHHUKOB  —  OHM npnoymarT bonee
VI3OLLl,p8HHbIl7I MEeTOo N MOBTOPAT aTaky.

KoMmnpomMeTtauus KJIloYeBbIX nuu. Monyuns
HeobxoLVMble CBefleHWs B pe3ynbTaTe aTaku Ha
NT-nHdpactpykTypy, 3J10yMbILUNEHHUKMN MoryT
LWaHTaXXMpoBaTb  KOMMAHWM  WAW  Mepernpopatb
CBeAEHMS AN MOJlyYeHUsd MaTepranbHOW BbIFOAbI.

1
L}
KoHkpeTHas o lpoTsikeHHbIE
Lenb 06oviTn 3aymnTy BO BpEMeHH CKpbiTble

A _
Maccossie «cnaboe 3BeHO»
)

OCHOBHOM YLLEPE OT LIEJIEHAMPABJIEHHbIX
ATAK - NPAMBIE AEHEXXHBIE MOTEPM,
BOPOBCTBO CEKPETHOW MHOOPMALLUMY,
CHMW)KEHUE KOHKYPEHTOCIMOCOBHOCTHU

U PENYTALUOHHBIE PUCKH

LleneHanpaBneHHble aTaku
h

A A A A

CnoxHble yeneHanpasneHHble ataku (APT)

CTaHﬂapTHble cpencTBa 3alyUTbl

XKeptBbI

«MosnHneHocHas
BOMHa» 3aMeTHble
|
U

MaccoBsbie atakun

Hanunuune 3akasa. ﬂ,aHHbIVI TUN aTaku MMeeT 3aka3Hou XapakTep, N03TOMY BpeoOHOCHadA nporpaMMa Bcerga yHunKalbHa.

CKprTHOCTb. 3a,u,aqa 3JIOYMbILWIEHHUKOB — 3aKpennTtbCAd B aTakKyeMbliX CUCTeMaxX U KakK MOXHO [oJiblie 0CTaBaTbCA
He3aMeYeHHbIMW, MOCKOJIbKY 3TO NMO3BOJIAET NMOCTOAHHO MOXULLATb KOHdDVI,D,eHLI,VIaJ'IbHy&O MHCI)OpMaLI,VHO. Moyt BO BCEX
NoJTy4MBLUNX NM3BECTHOCTb Les1ieHarnpaBJiIeHHbIX aTakaX NCnoJib30BalincCb BPpe4OHOCHbIE NMPOorpaMMbl, KOTOpPble 0CTaBaJinCb

HEN3BECTHbIMU Ha NPOTAXEHUN HECKOJIbKUX J1eT.

KAKWUE AAHHDbIE YALLE BCEIO MOXULLAIOT?

19%

KoMMepueckas
TanHa, know-how

37%

MnaTexHas
MHPopMaLuns

23%

nepCOHaﬂbele AaHHbIe,
KnneHTCckme Basbl

*To gaHHbIM onpoca ISACA

13%

KoHdupeHumanbHas
nHpopmMauung

0

8%

locynapcTBeHHas
TalHa

HEOBXOAUWMOCTb HOBbIX METO40B 3ALLUTbI

3A NOCNEAHUE oAbl YrPOo3bl CYLLECTBEHHO
M3MEHWJIUCD - OHU 3BOJIOLULMOHUPOBAIJIN

LleneHanpaBneHHble aTtaku UMeloT psp ocobeHHocTew,
KoTOpble He MO3BOASIOT MCMOMb30BaTh AN 3aLMUThI
OT HWX TpaAMLMOHHble MeToAbl BeszonacHocTn. Cpeawn
Takux ocobeHHOCTeN: Wcnonb3oBaHWE YHWUKaNbHbIX
MHCTPYMEHTOB aTak, MpopeCcCUOHaNbHbIN NOAXOL,

K paspaboTke aTak, MoO3TanNHOCTb aTak U MPOTSAXKEHHOCTb
BO BpeMeHW, CKpbITHOCTb. CTaHmapTHble MeToabl
obHapy>XeHus aTak oka3blBaloTcs HedpdeKTUBHBIMU,
4To B HONBLUMHCTBE CNy4YaeB MPMBOAUT K MOBbILLIEHUIO
bUHaAHCOBBIX W penyTauMOHHbIX PUCKOB, CHUXXEHUIO
KOHKYPEeHTOCNOCOBHOCTM M MpsiMbIM ~ GUHAHCOBBIM
noTepsiM.

< <

/CTAHJJ,APTHbIﬁ noaxon ObHAPY)XEHUSA ATAK

e [louck nocnepcTBui
e [loMck BpeAOHOCHOr0 KoAa

HakonvB focTaToYHO OMbITa U 3HAHWI, 3J10yMbILLIEHHWKHN
MOMy4YMAN  BO3MOXHOCTb  M3yyaTb MeTOoAbl  3aliuThbl
n obxoguTb CTaHbapTHble CcpeacTBa obecneyeHund
BesonacHoCTU, NO3TOMY CTaHAApTHble CPeACcTBa 3aluThbl
oKka3blBaloTCs beccnnbHbI MU LesieHanpaBieHHbIX aTakax.
Mpn ueneHanpasneHHbix atakax WT-uHdpacTpykTypa
KOMNaHuM nofBep>keHa b00MbLIOMY PUCKY, YTO MOXeT
MPUBECTM K MoTepe AEHEXHbIX CPeACTB

n npepbiBaHuio busHec-npouecca.
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noaxond INFOWATCH
APXUTEKTYPA
AreHt

Ha kaxpblil KoMMblOTEP KOMMNAHUK yCTaHABNMBaeTCs
areHT, BbIMONHAOWMNIA HenpepbiBHbIA MOHUTOPUHT
NT-nHdpacTpykTypsbl.

Cepsep
Mo3BonsieT  OoCyWecTBAATb  LEHTPaiM30BaHHYI0
YCTaHOBKY  areHToB U KOHTPOSb  JaHHbIX,

nepenarvnLlinxca B o6naqHyr0 CnucTemy.
dKcnepTHasa cucteMa

YHuKanbHas obnayHas cucTeMa, BbIABNAOLLASA
aHoManum v knaccuduumpyowas 6oablme MaccuBbl
naHHbix (Big Datal.

JInyHbIA KabuHeT

Firewall

kcnepTHas
cucreMa

Cneumanncrt cnyxo6bl
HbOPMaLVIOHHOW
6e30MacHoOCTU

[MTo3Bonser NoNy4ynTb HarndnHble OTY4EThbl O TEKYLLLEM COCTOAHUNM areHToB, a TakXXe CTaTUCTUKY NO BCEM MHUNOEHTaM.

KAK 3TO PABOTAET?

MpomykT InfoWatch Targeted Attack Detector ocHoBaH Ha KOHTEKCTHOM aHanu3e W3MEHEHWI OMepaLOHHON CUCTEMBI,
BbISIBJIEHUW W aHanW3e aHOManuii Bo BpeMeHU. PelleHue MOCTOSHHO BbIMOJHAET CKaHWpOBaHWe C Lefblo cbopa
KnaccuduKaLmMm LLMPOKOro CrekTpa XapakTepUCTUK 0bbekTOB cUcTeMbl. Pe3ynbTaToM ckaHMpOBaHUsS fBASieTCs Cpes
cucTeMsl (slice), koTopblit moagBepraeTcs HECKONLKMM BMAAM aHanmsa.

AHomanusa
CmamuyecKul
aHanu3
&
>
Cpes
(slice)
A JuHamuyecKkul
HAJTU3 | @ R o Sy - > ananus
aHomanut

Amaka

Bpema )

noaxon INFOWATCH TARGETED ATTACK DETECTOR
e HenpepbiBHbIN MOHUTOPUHT UT-UHPPACTPYKTYPDI
e CraTuyeckuit u gMHaMUYeCKUil aHanus

YHukanbHble TexHonorum nnatdopmbl InfoWatch Targeted
Attack Detector no3sonatoT MpoBOAWTL aHanW3 Ha OCHOBe
cobpaHHOro  KOHTEHTa, TOYHO BbISBAAS  aHOMaJsibHble
n3MeHeHus. PelleHune ocyLiecTBnseT Bce onepawmm

C BbICOKOW CKOPOCTbIO U MakCUMasibHO TOYHO Knaccuduumpyet
BbliBNIeHHblEe  aHOManuu, 3a cyeT caMoobyyatouencs
3KCMEePTHOW CUCTEMbI U NPUBNEYEHUS aHaIMTUKOB KOMMNaHUK
InfoWatch.

TEXHOJIOTUUA AHAJTIU3A

1. CtaTnueckuit aHanus

Llenb - knaccudukauma Bcex obbeKTOB, BXOAALLUX
B cpe3 cuctemsl (slice).

2. AlMHaMuyecKuUin aHanus

Llenb - u3y4yeHwe aHOManuWn BO BPEMEHM UK UX
knaccudunkaums.

3. AHanu3 aHoManum

Lenb - knaccndpukaumsa aHoManun n onpepeneHue
TOYHOIO BepamKTa.

CEPBEP LLEHTPAJIN30BAHHOW
YCTAHOBKWU ATEHTOB NMO3BOJIAET:

° npon3BoauUTb y,u,06Hyro LEeHTPaIn30BaHHYIO
YCTaHOBKY, obHoBNEHME U yoaneHune areHToB
nponykTa 6e3 ncnonb3oBaHUA CTaHOApPTHbIX
cpencTB yCTaHOBKM

* nonyyaTb MHGOPMALMIO O TEKYLLEM COCTOSHUU
areHToB

e KOHTPONMPOBATb OTNpaBsieMble B 0bako dansbl
(c aBTOMaTMyeckuM BpeMeHeM oTrpaBku bes
y4acTus nonb3osatens)

° 06'be,EI,I/IHI/ITb BCe areHTbl MpoAyKTa B 3aKpPbITYtO
JIOKaJIbHYKO CeTb, rAe BbiXoMd B MHTepHeT nMmeeT
TOJIbKO OOVH LJ,eHTpaJ'IVIBOBaHHbIl\/II cepBep
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Mbl PABOTAEM,
YTOBbI 3ALLMLLATL

NMPEMMYLLECTBA

3dPekTUBHANA 3alumMTa LLEeHHON UHPOpMaLMKU, CHUKEHUEe penyTaLUuOHHbIX U PUHAHCOBbIX PUCKOB

InfoWatch Targeted Attack Detector BbiBNSeT LUeneHanpaBfieHHyl0 aTaky W u3baBngeT KOMMaHUUM U
opraHusauuu ot GUMHAHCOBBLIX M penyTaLMOHHbIX PUCKOB, KOTOpble MOTYT ObITb CBSI3aHbl C KOMMpoMeTaLuei
MHOOPMALMOHHBIX CUCTEM U Kpakel KOHGUAEHLMaNbHON MHbOPMaLMK U NEPCOHANbHBIX LaHHbIX.

YHUKanbHble TEXHONOrMKU No 06Hapy)KeHmo cneyuannanpoBaHHOro no

l/I3yquV|e TaKTUKN U METOLOB, KOTOPbI€ UCMOJIb3YIOT 3JI0YMbILWNEHHUKN NMPpU CO30aHNK BPEeLOHOCHOIo no ona
ueneHanpaBJieHHbIX aTak, Mo3BOJININ KOMMNaHUN pa3pa60TaTb YHUKAJIbHbl€ TEXHOJIOTUWN 3alNThbI. PeweHne
BblAB/IAET Takne ataku, rge Ucrojib3yrTCd elle Hen3BeCTHbIe [Oday] yA3BUMOCTU N BPpeOOHOCHbIE MporpaMmbl,
NMPUMEHAKTCA HOBble METObl BHEAPEHUA N 3aKpenieHnqa Mnoe MT-CMCTEMy.

BbICTpaﬂ U TOYHaA KﬂaCCM(bVIKaLWIﬂ aHoManum

InfoWatch Targeted Attack Detector obnapaet obWMPHBIMM BO3MOXHOCTAMU MO BbIBNEHUIO aHOMaIUNR.
CTaTMyeckMii U [UHAMUYECKMIn aHann3 MOo3BOJSET OMNpPefefuTb W BbISBUTb aHOManuio, a TakXkKe TO4YHO
KnaccudunumposaTh ee.

HPOCTOTa BHeApeHUs U NCnoJsib3o0BaHuUA

PelweHne He 3aBUCKT OT MHPPACTPYKTypbl M TOMOAOrMKU 3aliMLLaeMOn MHPOPMALMOHHON CUCTEMbl. AreHT
InfoWatch Targeted Attack Detector yctaHaBnvBaeTcs Ha Bce umetomecs komnototepbl B UT-nHdpacTpykType
kKoMnaHuu. [MporpammHoe obecneyeHune He HyxaaeTcs B 00HOBNEHUSX, T.K. ero paboTa orpaHnynsaeTcs cbopom
1 otnpaBkoin nHdopMauumn B ABToMaTU3npoBaHHyto 3kcnepTHyto Cuctemy. PaboTa pelueHnsa HesameTHa pns
nonb3oBaTenNs, Tak Kak He CKa3blBAaETCH Ha MPOM3BOAMUTENBHOCTU APYTUX MPUIOXKEHWN.

3acyeTTOrO, 4TO Hanbonee pecypcoeMKme NpPoLLEeCChl aHanM3a NnpomncxoaaT B ABTOMaTU3NPOBAHHON IKCMEPTHON
Cucteme (B obnake), InfoWatch Targeted Attack Detector He TpebyeT gosakynok gononaxutensHoro M0 wam
obopynoBaHus.

anBﬂe‘-leHVle AHaJINTUKOB

Komnanung InfoWatch npepoctaBngeTt knneHTamMm BO3MOXHOCTb MOIb30BAaTbCS YCyraMu OMbITHbIX @aHANINTUKOB,
KOTOpble C NIerkocTblo pellaT 3afgadn nwbon cnoxkHocTn. Hawwm aHanutnkn obnagaoT OrpoMHbIM OMbITOM MO
BbISIBIEHMIO aHOManuii u cnocobam 6opbbbl ¢ HUMMN.

CsoaHas MHOPMaUMA O COCTORHUA CUCTEM

@ INFOWATCH®  +7 (495) 22-900-22 sales@infowatch.ru ~ www.infowatch.ru




