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PT Network Attack Discovery — cuctema aHanunsa cetesoro Tpaduka (network traffic analysis, NTA) gns
KOHTPOSIS BPELOHOCHO akTUBHOCTU Ha NepruMeTpe 1 BHYTPY ceTh. STO yAO06HbIN MHCTPYMEHT ANs pac-
cnefoBaHuiA, KOTOPbI 06HapPYXNBaeT akTMBHOCTb 3/10YMbILLIEHHIKOB Aaxe B 3awndpoBaHHOM Tpadpu-
ke. PT NAD 3HaeT, uTo nckatb B CeTu.

MNpoBepka ceTeBON aKTUBHOCTHU

PT NAD onpegensiet 6onee 100 ceTeBbIX MPOTOKOMNOB 1 9 MPOTOKOMOB TYHHENMPOBaHUS 1 paséupaeT
35 Hambonee pacnpoCTpaHeHHbIX N3 HUX A0 YPOBHS L7 BknlounTenbHo. Ha ocHoBe pas6opa n aHanm-
3a 6onee 1200 napameTpoB MPOTOKONIOB CTPOSATCS MOAENN CETEBbIX Y3M10B. OTO MO3BONSET NONYYNTb
Noapo6HYI0 KapTUHY akTUBHOCTUN B MHPACTPYKType 1 BbiBUTb Npo6nembl VB, koTopble CHUXatoT a¢b-
$eKTNBHOCTb cCTeMbl 6€30MacHOCTY 1 CNOCO6CTBYIOT pa3BuTuio atak. PT NAD 3HaeT Bce 0 Kaxaom
CEeTeBOM y3e, MVHUMU3VPYET NCMOMb30BaHNE HEKOHTPONMPYEMbIX KOMMNOHEHTOB UT-nHbpacTpyKTypsl
N CHUXAaET PUCK B3/TOMa KOMMaHNN Yepes HUX.

06Hapy)KeHV|e CNOXXHbIX LeJieBbiX aTak

CncTema aBTOMAaTMYeCKN OBHApyXMBaeT MOMbITKA MPOHWKHOBEHWS B CeTb W MPUCYTCTBME 310-
YMBbILMEHHUKOB B UWHGPACTPYKType MO MHOXEeCTBY MPU3HAKOB, HampumMep Mo MpUMeHEeHHbIM
MNHCTPYMEHTaM U1 MO AaHHbIM, MepefaHHbIM Ha CepBepbl aTakyIoLLNX.

Heo6xoanmbiit MHCTPpyMeHT SOC

PT NAD — He3aMeHUMbIN NCTOYHUK AaHHbIX Ans SIEM-pelweHunin. Cuctema XxpaHUT MmeTagaHHble 1 Cbl-
poii Tpaduk, NO3BONSIET ONEpPaTNBHO HAXOANTbL Ceccun N OT6MpaTb NOJO3PUTENbHbBIE, IKCNOPTUPOBaTbL
N nmnopTupoBaTb Tpaduk. Taknm o6pazom PT NAD rapaHTupyeT nosHyio BugmmocTb cetn ans SOC,
yrnpoLiaeT NpoBepkKy YCNELWHOCTN aTaky, MOMOraeT BOCCTaHOBUTbL XPOHOSOI IO 1 COBpaTh fAokasaTenb-
Hylo 6a3y.
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Ha naw6opae onepaTop nonyvaeT AeTanbHyo MHGOPMaLLNIO O MOLO3PUTENbHOR aKTUBHOCTU.
3To NomoraeT onepaTBHO pearnpoBaTh Ha MHLNAEHTbI Y NPOBOANTL PaccnefoBaHns
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3 A Kak aTaKyloT Balwy komnaHuio? MNpoBepbTe CBOI CETb U NepumeTp —
& 3aKkaxuTte 6ecnnaTtHyto nunoTHyto Bepcuio PT NAD Ha caiiTe.

CueHapum NnpUMeHeHuns

= MoHuTOopUuHr ceTeBoi 6e3onacHocTu. PT NAD nomoraeT o6HapyXuTb OWNGKN KOHbUTypauuu
N HapylueHuns pernameHToB Vb, HanpuMep He3aBepLUEHHbIE CeaHCbl, CIOBapHble Naponu, NCnosb-
30BaHVe yTUANT ANs yAaneHHoro AoCTyna N NHCTPYMEHTOB A5 COKPbITUS CEeTEBOI akKTUBHOCTN.

* BblgaBneHune aTak Ha nepumeTpe U B UHPpacTpyKType. BcTpoeHHble Moaynu ray6oKoi aHannTukw,
COGCTBEHHble NpaBuia AeTEKTNPOBaHUS Yrpo3, MHANKATOPbI KOMMNPOMEeTaLN 1 PETPOCMNEKTUBHbII
aHann3 NO3BONSIOT OTCNEANTb aTak Ha PaHHNX CTaANsX U NOCne NPOHNKHOBEHNS 3M10YMbILLINEHHNKa
B MHPACTPYKTYpPY.

= PaccnepoBaHue atak. Onepatop VB oTcnexnBaeT aTakun 1 onpefenseT nx yCrewHoCcTb Ha OCHOBe
aHanmnsa MeTagaHHbIX. CneumnanncT No paccnefoBaHNio BOCCTaHaBNMBAaET XPOHOOMMIO aTakm ¢ no-
Moublo faHHbIX B PT NAD 1 BbipabaTbiBaeT KOMMEHCUpYloLe Mepbl.

* MNouck yrpos. PT NAD nomoraeTt BbicTpouTb Nnpouecc threat hunting B opraHunsaummn, npoBepsTb rn-
noTesbl, HaNpPUMep O NPUCYTCTBUN XaKepOoB B CETU, 1 BbISBNIATb CKPbITblE Yrpo3bl, KOTOPble He 06Ha-
pyXmBaTCs CTaHAaPTHbIMN cpeacTBamMmun Knéep6e3onacHoOCTH.

Kak pa6otaet PT NAD

9kcnepTuza PT Expert Security Center
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PT NAD 3axBaTbiBaeT 1 pasbupaeT ceTeBoll Tpaduk Ha nepumeTpe 1 B NHGPaACTPYKType C NMOMOLLbIO
co6¢cTBEHHON TexHonorum DPI. B kauecTBe ncTouHuka Tpaduka MOXHO NCMNOb3oBaTb ycTpolicTBa TAP,
6pokepbl CeTeBbIX NakeTOB 1 akTVBHOE ceTeBoe o6opynoBaHne. AHann3npys Konmio ceTeBoro Tpadpuka
CTaTUCTNYECKMU 1 MOBEAEHYECKNMI MOAYNSMI, CUCTeMa onpeaenseT akTUBHOCTb 3/10yMbILUEHHNKa
Ha caMblX paHHUX 3Tanax NPOHNKHOBEHNS B CETb, a TakxXe BO BPEMS MOMbITOK 3aKpPenuTbCs 1 pasBuTb
aTaky BHyTpu cetn. PT NAD xpaHnT Konuio cbiporo Tpaduka 1 Ha ero OCHOBe reHepupyeT MeTagaHHble
LNS peTpOCMneKTUBHOro aHanmsa. locne o6HOBNEHNS NPaBu 0GHaPYXEeHNS Yyrpo3 1 penyTaunoHHbIX
cnuckoB oT PT Expert Security Center npogykT aBToMaTu4eckmn nepenpoBepsieT cobpaHHble faHHble
o Tpaduke n cooblaeT aHanuTukam SOC o CKPbITOM NPUCYTCTBUW 3M0yMbIlLIeHHKa B ceTu. CoveTtas
B ce6e HeCKOMbKO MexaHN3MoB 06HapyXeHns CnoxHbix yrpos, PT NAD o6ecneyrBaeT BUANMOCTb CETH
KoMMaHuy, o6HapyXnBaeT NOAO3PUTENbHbIE COEQUHEHNS 11 CETEBble aHOManun 1 NoMoraeT KOHTPoNN-
poBaTb pernameHTbl VIB.

Positive Technologies — Beaywnin paspaboTunk pelieHunii Ans knéep6esonacHoCcTW. Halm TeXHONornm 1 cepBuchl NCMONb3yIoT
6onee 2300 opraHmsaumii o Bcemy mMupy, B Tom yncne 80% komnaHuii n3 peirtuHra «3kcnept-400». Yxe 20 net Halla oCHOBHas
3aflavya — npepoTBpallaTb Xxakepckumne atakn Ao Toro, Kak OHVN NPpUYnNHAT HeﬂpVIeMﬂeMbl\;l ymep6 6m3Hecy n uenbim oTpacngam 3KOHO-
muku.Positive Technologies — nepBas 1 eanHcTBEHHas KOMMaHNs n3 chepbl knbepbesonacHocTn Ha Mockoscekoii 6upxke (MOEX:
POSI). CnepuTte 3a Hamu B couceTax (Telegram, BKoHTakTe, Twitter, Xabp) u B pazaene «HoBocTu» Ha caiiTe ptsecurity.com, a Takxe
nofanuceiBaiTech Ha Tenerpam-kaHan IT's positive investing.
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