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besonacHocTb 3HEKTpOHHOI7I noYTbl
OT BHEWHNX N BHYTPEHHUX yﬂ3BI/IMOCTeI7I

UserGate Mail Security obecneuviBaeT KOMMIEKCHYt0 6€30MacHOCTb UCMOb30BaHNA
3NEKTPOHHOM NOYTHI B OPraHm3aLv, UCMonb3ya OAHN K3 NyYLIUX B MUPE TEXHOMO-

i No GUbTpaLWM Crnama v BUpyCos.

UserGate Mail Security

AHTUCNam ana nboro
NoOUYTOBOrO cepBepa

UserGate Mail Security obecneunsaeTt
KauyeCTBEeHHY!I0 3alUUTY OT Yrpo3, CBA3aH-
HbIX C 3M1EKTPOHHOW MouTol, 1 paboTaeT

C NoObIMM MOYTOBBIMU CEpBEPAMU. TaKM
00pa3om, NPOAYKT NO3BOSIAET NOMHOLEH-
HO MCMONb30BaThb GYHKLIMOHAN TOro UK
MHOrO NOYTOBOrO CEpBEpa U B TOXKe Bpems
nosny4YaTb BCe NpenMyLiecTBa OT MCMOSb30-
BaHWA AOMONHUTENbHBIX QYHKLMI MO 6e3-
OMACHOCTN 1 MOHUTOPUHTY.

PelieHre NoaaepxmnBaeT CUHXPOHM3aLMIO
no IMAP ¢ MS Exchange u Lotus Domino.
UserGate Mail Security obnagaet moaynb-
HOW CTPYKTYPOW, 3TO YNyyLlaeT OTKa3oy-
CTOMYMBOCTb ¥ NOBbILIAET 3GHEKTUBHOCTL
PaboThI.

3awuTa oT yTeuek
NnepCcoHanbHbIX AAHHbIX

UserGate Mail Security ocHalleH mMogynem
3alUWTbl OT NOTepu AaHHbIX (MHavye DLP —
Data Loss Protection), npeaoTspaliatoLLm
YTEeUKM KOHOUAEHLMANBHOW 1NV APYrov
HeXenaTenbHOW MHQOPMAaLIMK, a TaKxe
NMPOHUKHOBEHWE ee N3BHE.

B 3aBMCMMOCTYM OT HAaCTPOEK, CUCTEMA
NO3BONAET OIOKMPOBATD, 3aAEPKMBATH
COOBLLEHMA NNV OMOBELLaTh VHXeHepa
6e30MacHOCTM 00 OTCbIIKE MOA03PUTENb-
HOro M1CbMa. 3alli1Ta ONpeaenseT Bce
3alndpoBaHHble COOBLLEHNS 1 AeNCTBIA,
KOTOPbIE AOMKHbI K HAM MPUMEHATLCS.

Data Loss Protection K/"SPERS KY3$
—=x— Cloud Antispam —

be3onacHocTb
3NEeKTPOHHOW NOYTbI

BcTpoeHHble MoAyn aHTUBUPYCHOW
MPOBEPKM ¥ 3aLLWTbl OT CMama obecneyn-
BaloT Hanbonee NPOABMHYTYIO 3aLUTY OT
COBPEMEHHbIX MHTEPHET-YrPO3 1 Yrpo3
HyNeBOro AHA.

BbICOKOAOCTYMHBIV 06NayHbIN CEPBIC,

pa3melL|eHHbI BO MHOXEeCTBE faTa-L|eH-
TPOB MO BCEMY MUPY, FAaPaHTVPYeT NoBbl-
WEHHYIO HAAEXHOCTb M PaCLUMPAEMOCTb.

UserGate Mail Security cnocobeH obe-
CMeunTb 3alMTy OT GULIWHTA, Kak 0Obl4-
HOrO TakK U1 L|eneBoro, HarnpaeieHHbIX aTak
1 BUPYCOB. Takxe NPOAYKT CKaHWpyeT
BCE CCbIIKM B COODOLLEHNN, YTOObI 3aTEM
NpPOBEepPUTb NCTOYHVIK Ha Hanvue Bpeao-
HocHoro [10. 3anaTeHToBaHHaA TEXHONO-
TA MovcKa Crama B MoYTOBOM Tpaduke
RPD (Recurrent-Pattern Detection) obe-
CrneunBaeT ypoBeHb JeTeKUmmn crnama
OKONO 99% 1 KpanHe H13KNI ypOoBEHb
NOXHOro CpabaTblBaHWsA - MeHee, Yyem
OAHO Ha 1,5 MUNIMOHA COOBLLEH M.

ApxunsupoBaHue
coo6LeHnn

UserGate Mail Security no3gonset
3GdeKTMBHO OpraH/30BaTh KOpropa-
TVIBHYIO MEPEnICKyY 3a CYeT apxmBaLmn
CoobLeHMI. TakKe NpoayKT NpefoT-
BpallaeT NnoTepto AaHHbIX 1 obecrne-
YlBaeT COOTBETCTBME TPebOBaHMAM
3aKOHOAATENbCTBA.

AHTuCnam gns nio6oro
NouTOBOro cepBepa

3awmTa OoT NoTepun AaHHbIX
(DLP)

ApxusunpoBaHune
coob6uweHun

Be3onacHOCTb 3N1eKTPOHHOI
nouTbl

O npopaykre

UserGate Mail Security ana Exchange
Server/SMTP/Lotus — 3T0O pelleHme
ANA 33LUMUTbl KOPMOPATUBHOM NOYTbI
OT BMPYCOB, ULINHIA, CMama v Npo-
YIX BPEAOHOCHBIX COOBLLIEHW,
No3BOfIAOLLEe TaKKe NpeaoTBpa-
WaTb yTeYKM KOHOMAEHLUMANbHON
MHGOPMaLN.

MpoayKT obecneunBaeT apxmBaLnio
COOOLLEHWN, MPeaoCTaBAET BO3-
MOKHOCTb MOHWUTOPWHIA NOYTbI, MOA-
OEPXKMBAET CUHXPOHM3aumio no IMAP
¢ MS Exchange 2003 u Lotus Domino,
a TaKXKe MOXeT paboTaTb C 1100bIMN
APYrVMM MOYTOBBIMK CEPBEPAMM.

Bnarogapa MoLyNbHOM CTRYKType
UserGate Mail Security obnagaet
KparnHe BbICOKOW MPON3BOANTESb-
HOCTbIO 1 OTKa30yCTONYMBOCTbIO.
ObnayHble Moaynu GUnbTPaLmK
BMPYCOB 1 CMaMa, obecneyrBaioT
dVNbTPaLMIo CMama v 3almuTy oT
BMPYCOB C KparHe ObICTPbIM Bpe-
MeHeM peakLu Ha HOBbIe Yrpo3bl
1 NPaKTUYECKM HYNEBbBIM TIOXKHbBIM
cpabaTbiBaHMEM.

CpefHecTaTuyecKunin COTpyaHUK
opraHu3aymm co wratom Ao 1000 yenosek
OTMPABAAET U NOMYYaAET 124 3NEKTPOHHbBIX
n1cbMa B TeyeHne 0bblYHOro paboyero
IHA. PaOOTHUKM KPYMHBIX KOMMaHW
OTMPABAAIOT 1 NOMyYatoT 149 31EKTPOHHbIX
COOBLLEHWI eXXeAHEBHO.

Tak kak 58% CcofepKMMOro 3NEeKTPOHHbIX
ALMKOB UMEIOT peluatolee 3HayeHne
[INA UX YCMELHOW paboThl, a Apyrvie
KOMMYHWMKaLMOHHble CpeCTBa NosyYatoT
BCe 6osbliiee PacnpPOCTPaHeHKe, ataku,
HanpaseHHble Yepes JaHHble KaHabl
CBA3W, NPELCTABAAIT Yrpo3y A/1A Camom
BO3MOXHOCTYM 0OLLEHWA 11 33T
NePCOHANbHBIX AaHHbIX YaCTHbIX INLL U
KoMnaHmin.*

* -"The Impact of Messaging and Web Threats’,
Osterman Research
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3awuTa OT yTeueK nepCcoHasibHbIX AAaHHbIX U MHOIN KOHbUAEHUNaNbHON MHOPMaLUn

YYacTuBLIMECA CyYam «yXofa» HCAMAEPCKON MHGOPMALIMM 33 «CTEHbI» KOMMaHWM 3aCTaBAAIOT NPeACTaBuUTeNell PyKOBOACTBA Pa3NMUHbIX OpraHm3aLmnii
3ayMbIBaTbCA O Crocobax ycTpaHeHna fgaHHow npobnemsl. UserGate Mail Security agnaeTca pelueHnem, No3BonaALMmM obecneunTs KOHGUAEHLMaNbHOCTb

nHbopmaLmy, NnepeaaBaeMoit C MOMOLLbI SNEKTPOHHOW MOYTbI.

B crcTeme 3aLLWThbl AaHHbIX UCMONb3yeTca TPM TrUna GuibTpaumum: perynapHble BbipakeHrs (Regexp), cpaBHeHVe fokymeHToB (Docmatch) v nemmatrzatop
(Lemmatizer). Kaxabli 13 NoaMoaynen, NCrnonb3ya pasHble Crocobbl Moncka MHGOPMaLmN B TeNe, Teme, BIIOKEHMAX 1 APYT1X YacTAX NCbMa, ccrenyet
NOYTOBblE COOBLLEHNA Ha Hannuvie B HYX ONpefefleHHbIX KIloueBbix CIOB K ¢dpas U NPOBOAWT CpaBHEHVe nepejaBaemblX AaHHbIX C 06pa3Lamit KoHOW-

JeHUManbHoOM HGopmMaLmnu.

3awuTa ot pULLIMHra N BUPYyCoB

B UserGate Mail Security MHTErp1poBaH aHTUBMPYCHbIE ABMKKM
Jlabopatopun Kacnepckoro v Panda Security. [laHHble mogynu
CKaHMPYIOT Ha Hanuuure yrpo3 Beck Beb- 1 FTP-Tpaduk, BNoxeHuaA
B NEKTPOHHOW NoYTe 1 CKauMBaHWA 13 UHTepHeTa.

PaHHee o6Hapy»eHVe BUPYCOB

CoBpemeHHble BUPYChI, YePBU 1 TPOAHbI UCMOMb3YIOT PasfinyHble
CNaboCTV aHTUBMPYCHBIX TEXHONOTM: OCHOBHOW NPOGeMol
ABNACTCA BPEMS, HEOOXOAMMOE [IN1A CO3[aHNA CUrHATYP UK
3BPUCTUKN.

Ehtensys COTPYAHUYaET C MeXAYHaPOOHbIMU KOMMaHNAMK,

I'IpO(beCCI/IOHaJ'IbHO 3aHVMatoWKMNCA aHallM30M aTak 1 3I'II/I£L€MI/II7\.

Vicnonb3oBaHwe coTeH cepeepos (honeypots) no Bcemy mupy
NO3BOSIAET PACMO3HaBaTh Kak Cram, Tak v BUPYCbI, B NEPBYI0
oyepe[b OPUEHTUPYACH Ha CTATUCTUYECKIIA aHamK3.

Takol noaxon obecneurBaeT camoe 6b|CTpO€ BpemA peakunn Ha
BO3HVIKHOBEHWME HOBbIX YTPO3, YTO MO3BOJIAET HauHATb 60pb6y
C HOBbIM B/PYCOM 1O TOrO MOMEHTA, Kak OH MOopPasnT MUIJTNOHbI
KOMMbIOTEPOB.

ApXuBMpOBaHMNE COOOLLEHUNI

KonunpoBaHue BXOAALIMX COODLLEHNT
BbINOMHAETCA A0 aHTUCMAM 1 aHTU-
BVPYCHOW GUnbTpauum. B HacTpoii-
Kax apXMBUPOBAHSA MOKHO BbIOpaTh
HanpasneHue (TONbKO BXOAALLME,
TONBbKO McxoaAlime nnv 06a), a Takxe
yKasaTb agpeca VCKIIYeHNN.

JononHntenbHble MeTOoAbI 3alnTbl OT CNamMma

Unterpauma c IMAP

B pelweHnn ot Entensys peannso-

BaHa vHTerpaumna c IMAP-cepsepom
MS Exchange nnu Lotus Domino.
VHTErpauma npeaoCcTasnaeT BO3MOX-
HOCTb co3aHua obLel nanku IMAP Ha
y[aneHHOM NOUYTOBOM CepBepe 1 obpa-
60TKy COOBLLEHNIA B 3TVX Markax.

O6nayHbIN aHTUCNaM

O6nauHbIN aHTUCNaM OTGUIBTPOBBIBAET MMUCbMA, OCHOBBIBAACH Ha aHanm3e
X COMIePKaHNs 1 3BPUCTMKE. AHANM3Y NOABEPraoTCA MCbMa Ha NoObix
A3blKax, a Takxe rpadmueckre cooblyenus. LieHTp obHapykeHWa cnama
BbIABNAET CNaMepCKiie aTaky B Noboi Touke Mupa.

OAHNM 113 BaXKHbIX JOCTOVHCTB 061a4HOr0 aHTUCNama ABAETCA KpaiHe
HU3KWI YPOBEHb NTOKHOMO CPabaTbiBaHWs - MEHee, Yem ofiHO Ha 1,5 Munnu-
OHa coobueHnii. MNpwr 3TOM ypoBeHb AeTeKUmmn cocTaBnaeT 6onee 97%.
TpaaVLMOHHBIN METOA BNIOKMPOBKM CMamMa Ha OCHOBE YePHBIX CMUCKOB |P

1 DNS obnafiaet HecpaBHEHHO 6osee BbICOKKM YPOBHEM JIOKHOMO Cpaba-
ThiBaHUA. OOBACHUTD 3TO MOXKHO TEM, UTO B UePHbIE CMNCKM YaCcTo NoMnaaatoT
HOPMarsbHble Mob30BaTeNN. [JOCTaTOUHO TOro, YTOObI KaKOM-M60 KOMMbIO-
Tep Y3 NIoKanbHOW CeTY Bblil CKOMMPOMETUPOBAH 1 UCMOMb30BaNCs Ana
PACChINKK Crama.

Mogynb Entensys Cloud Antispam oTnpasnsaeT obnauyHoMmy cepBurcy

UID nucbma, KOTopbit onpeaenseT, ABAAeTCA M NMoYTOBOe CO0bLIeHe
cnamom. PeleHne 6nokmpyeT He IP-aapec, AOMEeH 1 3NeKTPOHHbIY agpec,
a KOHKpPETHOE N1UCbMO WAK aTaky crama. Takium o6pa3om, 0bnauHbI aHT-
CMam MOXeT 1CMOb30BaTbCA B OPraHu3aLyax, B KOTOPbIX OWNOOUHOe yaane-
HVe NceM MOXKET MPUBOAUTDL K MOTepe KAMEHTOB MK ApYrimM npobnemam.

MoH UTOPWHI N CTaTUCTUKa

UserGate Mail Security npefoctasnseTt nHdopmaumnio 0bo scex
coobueHusAx, 06paboTaHHbIX CEpBEPOM pelleHs. MOHUTOPUHE
coobuieHnii B UserGate Mail Security no3sonsaeT BbiNoAHATb
bunbTpaLmio No gate, no ctatycy 06paboTku (foctasneHo/
3a010KMPOBAHO), MO afpecy UCTOYHWIKA UM Ha3HAYeHNs,
BbINOHATb MPUHYAWTENbHYIO OTMPABKY COOOLIEHNIA, 3a6710KN-
POBaHHbIX KaK Cram, a TakKe CO3/1aBaTb CMUCKM UCKIIIOUeHNI.

[ina 06paboTkn Bxoaawmx coobluerHnin B UserGate Mail Server dunbTpalya BbINOMHAETCA B HECKOBKO 3TaroB - MO COeAMHEHNAM, N0 aApecy UCTOUHMKA, MO
afpecy HazHaueHuA 1 no cofepxanuio. UserGate Mail Server nogaepwvsaeT cnegyiolye metoq GunsTpaumm cnama:

= Ha ocHose DNS (DNSBL, RHSBL, Backscatter, MX, SPF, SURBL);

* Ha OCHOBe pacnpefeneHHON aHTMCNamM CUCTEMbI (0BMaYHbI aHTCMAM);

" Ha OCHOBE CTATUCTUKM (COBCTBEHHAA peanm3aumsa dunsTpalmm baeca).

Kpome 3Toro pelilieHre NoaaepxmeaeT KoHTpob SMTP-npoTokona (KOHTPOSb NPaBUAbHOCTY KOMaHA B cooTeeTcTBUM € RFC), orpaHnNUnBaET MakcyMabHbIi

pa3mep NncbMa, MakCiMasibHOE KOTNYeCTBO nonyaneﬂel?] nT.n.
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